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1  Executive Summary

This document discusses a proposed industry standard arising from the ongoing development and implementation of Privilege Management Infrastructures within the healthcare environment.  The healthcare environment supported by this standard is enterprise-wide and extends beyond traditional borders to include external providers, suppliers, and other healthcare partners.  This standard supports privilege management within distributed computing as well as service oriented architecture environments.  The standard supports a distributed security environment in which security is also a distributed service.

The healthcare sector is continually improving the delivery of care by leveraging technical advances in computer-based applications.  Health professionals are increasingly accessing multiple applications to schedule, diagnose, and administer patient care.  These disparate applications are naturally connected to a common network infrastructure that typically supports patient, business and non-business services, communications, and protocols.  Consequently, secure access to these distributed and often loosely coupled applications is even more important than when these applications were accessed as stand-alone devices.

Secure access to legacy computer-based healthcare applications typically involves authentication of the user to the application using single-factor identification, such as a password, or multi-factor identification such as a password combined with a digital certificates or biometric devices.  After authentication, the application determines the authority that user may have to use aspects of the application.  Determining the level of authority a user has is typically done, if at all, by each application.  The application may restrict operations (such as read, write, modify, or delete) to an application-specific group or role affiliation.  Authenticated users are typically associated with groups or roles using a local database or flat file under the control of an application administrator.

The use of a local mechanism for authorization creates a patchwork of approaches difficult to centrally administer across the breadth of a healthcare enterprise.  That is, the software logic determining authorization is distinctive to each application.  In some cases, applications can be adapted to use a network database that contains a trusted source of name-value pairs.  This information allows applications to determine the user’s group or role affiliation.  This approach permits centralized control over a shared user base.  However, the resulting granularity of control over user authentication is coarse and must be interpreted by each application specialist.  Granularity of user authority can only be improved by increasing the number of application-specific groups or roles in the shared database.  Storing information specific to each application causes exponential growth of roles per user and results in provisioning difficulties.  The better solution is to associate industry standard permissions to users.  Each application can examine the permissions listed for a user and determine their level of authorization regardless of their group affiliation within the healthcare organization.

The resulting system is a privilege management infrastructure.  By the nature of the problem, the privileges must be defined in an industry-standard way.  This document will discuss various aspects of identifying a privilege management infrastructure standard to vendors providing healthcare applications to the contemporary healthcare enterprise.

2 Scope

This standard defines interoperable mechanisms to manage privileges in a distributed environment.  This standard is oriented towards support of a distributed or service-oriented architecture (SOA) where security services are themselves distributed and applications are consumers of distributed services.  This standard incorporates privilege management mechanisms alluded to in a number of existing standards (e.g., E1986, E2084).  The privilege mechanisms in this standard support the contexts of role-based access control, privileges of a user who wishes to (digitally) sign a document, privileges required to connect to a resource, access a file, or access the data and functions of a protected application (or other resource).  The standard supports hierarchical, enterprise-wide privilege management.

The mechanisms defined in this standard may be used to support a privilege management infrastructure (PMI) using existing public key infrastructure (PKI) technology.  This standard does not specifically support mechanisms based on secret-key cryptography.  Mechanisms involving attribute certificates are specified in ISO 9594-8:2000, and OASIS SAML; however, this standard does not mandate or assume the use of such standards.

Many current systems require only local privilege management functionality (on a single computer system).  Such systems frequently use proprietary mechanisms.  This standard does not address this type of functionality; rather, it addresses an environment where privileges and capabilities (authorizations) must be managed between computer systems across the enterprise, and with business partners.  Target security attributes are generally located on the system containing the target, although this standard does discuss ways of binding such attributes to a target for transmission.

3 Referenced Documents

3.1 ASTM Standards

E 1714-00:  Standard Guide for Properties of a Universal Healthcare Identifier (UHID)

E 1762-95 (2003):  Standard Guide for Electronic Authentication of Health Care Information

E 1986-98:  Standard Guide for Information Access Privileges to Health Information

E1985-98:  Standard Guide for User Authentication and Authorization

E2084-00:  Standard Specification for Authentication of Healthcare Information Using Digital Signatures

E2085-00a:  Standard Guide on Security Framework for Healthcare Information

E2212-02a:  Standard Practice for Healthcare Certificate Policy

3.2 ANSI Standards

X9.45-1998:  Enhanced Management Controls Using Digital Signatures and Attribute Certificates

ANSI INCITS 359-2004 19:  Role Based Access Control, Feb 2004

3.3 ISO Standards

ISO 9594-8 (2000):  The Directory: Public-Key and Attribute Certificate Frameworks; also available as ITU-T X.509: 2000.

ISO 10181-3-00:  Security Frameworks for Open Systems: Access Control Framework; also available as ITU-T X.812: 1995.

3.4 HL7 Standards

Health Level 7:  Context Management “CCOW” Standard, Version 1.5 December 2003

3.5 IETF Standards

IETF RFC 3281 S. Farrell and R. Housley, “An Internet Attribute Certificate Profile for Authorization.”

IETF RFC 2704 M. Blaze, The KeyNote Trust-Management System Version 2 (1999).

IETF RFC 2792 M. Blaze, DSA and RSA Key and Signature Encoding for the KeyNote Trust Management System (2000).

3.6 OASIS Standards

Extensible Access Control Markup Language (XACML) v2.0, February 2005 

XACML Profile for Role Based Access Control (RBAC): Committee Draft 01 (normative; 13 February 2004)

Security Assertion Markup Language (SAML) v2.0 , March 2005

Security Provisioning Markup Language (SPML) V1.0, (OASIS 200306), October 2003

Universal Description, Discovery and Integration v3.0.2 (UDDI), February 2005

4 Terminology

4.1 Definitions

Access Control Decision Function (ADF): A specialized function that makes access control decisions by applying access control policy rules to a requested action.

Access Control Enforcement Function (AEF):  A specialized function that is part of the access path between a requestor and a protected resource that enforces the decisions made by the ADF.
Access Control Information: Any information used for access control purposes, including contextual information.
Attribute certificate: A data structure that includes some attribute values and identification information about the owner of the attribute certificate, all digitally signed by an Attribute Authority. This authority's signature serves as the guarantee of the binding between the attributes and their owner. (Types: Role-specification & role assignment described in Chadwick 2003)

Attribute Authority (AA):  An authority, trusted by the verifier to delegate privilege, which issues attribute certificates. 

Attribute Authority Revocation List (AARL): A revocation list containing a list of attribute certificates issued to Attribute Authorities that are no longer considered valid by the certificate issuer.

Attribute Certificate Revocation List (ACRL): A revocation list containing a list of attribute certificates issued to claimants that are no longer considered valid by the certificate issuer.

Authority:  an entity, responsible for the issuance of certificates. Two types are defined in this Specification; certificate authority which issues public-key certificates and attribute authority which issues attribute certificates.

Authorization: conveyance of privilege from one entity that holds such privilege, to another entity.

Authorization credential.  A signed assertion of a users permission attributes.

Authority Revocation List (ARL): A revocation list containing a list of public-key certificates issued to authorities, which are no longer considered valid by the certificate issuer.
Authority certificate: a certificate issued to an authority (e.g. either to a certification authority or to an attribute authority).

Business Partner Agreement: a document used to demarcate the legal, ethical and practical responsibilities between subscribers to a PMI and between cooperating PMI implementations.
Certificate Revocation List (CRL): A signed list indicating a set of certificates that are no longer considered valid by the certificate issuer. After a certificate appears on a CRL, it is deleted from a subsequent CRL after expiration of the certificate. CRLs may be used to identify revoked public-key certificates or attribute certificates and may represent revocation of certificates issued to authorities or to users. The term CRL is also commonly used as a generic term applying to all the different types of revocation lists, including CRLs, ARLs, ACRLs, etc.

Certificate validation: the process of ensuring that a certificate is valid including possibly the construction and processing of a certification path, and ensuring that all certificates in that path have not expired or been revoked.

Claimant: An entity requesting that a sensitive service be performed or provided by a verifier, based on the claimant's privileges as identified in their attribute certificate or subject directory attributes extension of their public-key certificate.

Privilege policy: The policy that outlines conditions for verifiers to provide/perform sensitive services to/for qualified claimants. Privilege policy relates attributes associated with the service as well as attributes associated with claimants.

Permission:  Approval if to perform on operation on one or more RBAC protected objects.

Delegation path: An ordered sequence of attribute certificates which, together with authentication of a claimant's identity can be processed to verify the authenticity of a claimant's privilege. 

Environmental variables: those aspects of policy required for an authorization decision, that are not contained within structural structures, but are available through some local means to a verifier (e.g. time of day or current account balance). 

Owner: An entity to whom some privilege has been delegated either directly from the Source of Authority or indirectly through another Attribute Authority. An owner asserts its claim to that privilege by presenting its attribute certificate, or public-key certificate containing privileges in the subject directory attributes extension, to a verifier and acting as a claimant for its privilege.

Relying party: A user or agent that relies on the data in a certificate in making decisions.

Policy: A set of rules, an identifier for the rule-combining algorithm and (optionally) a set of obligations.

Policy Decision Point (PDP):  The system entity that evaluates applicable policy and renders an authorization decision. This term is defined in a joint effort by the IETF Policy Framework Working Group and the Distributed Management Task Force (DMTF)/Common Information Model. (CIM) in [RFC3198]. This term corresponds to "Access Decision Function" (ADF) in [ISO10181-3].

Policy enforcement point (PEP):  The system entity that performs access control, by making decision requests and enforcing authorization decisions. This term is defined in a joint effort by the IETF Policy Framework Working Group and the Distributed Management Task Force (DMTF)/Common Information Model (CIM) in [RFC3198]. This term corresponds to "Access Enforcement Function" (AEF) in [ISO10181-3]. 

Privilege Management Infrastructure (PMI): the complete set of processes required to provide an authorization service.

Public Key Infrastructure (PKI): the complete set of processes required to provide encryption and digital signature services.

Role certificate: a certificate that assigns privileges to a role rather than directly to individuals. Individuals assigned to that role, through an attribute certificate or public-key certificate with a subject directory attributes extension containing that assignment, are indirectly assigned the privileges contained in the role certificate.  Some PMIs use two types of X.509 attribute certificates: 1.) role specification AC held by the role, containing privileges held by the role and 2) role assignment AC held by the user, containing roles assigned to the user.

Sensitivity: characteristic of a resource that implies its value or importance.

Source of Authority (SOA): A special type of Attribute Authority upon which a verifier endows unlimited privilege. The verifier trusts the Source of Authority to delegate that privilege to owners, some of which may further delegate that privilege to other owners. 

Target: A resource being accessed by a claimant.  

Verifier: An entity responsible for performing or providing a sensitive service for/to qualified claimants. The verifier enforces the privilege policy. When validating certification paths, a verifier is a type of relying party.

4.2 Abbreviations

AA
Attribute Authority

AARL
Attribute Authority Revocation List

ACI
Access Control Information

ADF
Access Decision Function

AEF
Access Enforcement Function 

CA
Certification Authority

EHR
Electronic Health Record

PEP
Policy Enforcement Point

PDP
Policy Decision Point

PKI
Public-Key Infrastructure

PMI
Privilege Management Infrastructure

SOA
Service Oriented Architecture

SOA
Source of Authority

4.3 Terminology Comparison Table

	ISO
	Non ISO

	
	

	Example: (ISO) 10181-3

	Example: OASIS XACML

	Access Control Enforcement Function (AEF)
	Policy Enforcement Point (PEP)

	Access Control Decision Function (ADF)
	Policy Decision Point (PDP)

	Access Control Decision Information (ADI)
	Request Context

	Initiators
	Access Requestor

	Target 
	Resource

	ADI Element (format not specified)
	Attribute (XML Format) 

	Initiator ADI (format not specified)
	Subject (XML Format)

	Attribute Certificate
	(not specified)

	Rule Element (format not specified)
	Condition

	Claimant (not in 10181-3)
	Access Requestor

	Context ACI
	Environment

	Access Control Policy (format not specified)
	Policy (XML Format)

	Target
	Target

	(not in 10181-3)
	Role Policy Set

	(not in 10181-3)
	Permission Policy Set

	Role Specification (not in 10181-3)
	

	Role Assignment (not in 10181-3)
	


5 Significance and Use

Motivation for the PMI comes from several organizational and application areas.  For example:

a) Supporting a distributed heterogeneous application architecture with a homogeneous distributed security infrastructure leveraged across the enterprise.  Applications and resources built on heterogeneous IT infrastructure and platforms, including web servers, application servers, and custom applications, can now leverage a common, consistent security authorization and access control infrastructure.

b) Providing mechanisms to systematically describe and enforce enterprise security policy throughout the organization for consistency, maintenance, ease of modification, and to demonstrate adherence to applicable regulation and law.  

c) Providing support for distributed/service-oriented architectures in which enterprise-wide services and authoritative sources are protected by providing security services that themselves are also distributed using common interfaces and communication protocols.

d) Providing "economies of scale" where it is desired to change the approach of individually managing the configuration of each point of enforcement to one which establishes a consolidated view of the safeguards in effect throughout the enterprise.

e) Providing centralized control, management, and visibility to security policy across the enterprise.  This allows for additional key features such as delegated administration, centralized policy analysis, and consolidated reporting.

f) Providing a distributed computing security architecture allowing for synchronized security services that are efficiently maintained across the enterprise while also allowing for centralized policy control and distributed policy decision-making/enforcement.

g) Provisioning incremental updates to policy and configuration data simultaneously across all distributed decision/enforcement points.  Establishing and enforcing new policies not envisioned when individual applications were fielded, adapting to new requirements and threats.

h) Permitting an organization to centrally grant, suspend, or revoke any or all ability to connect to or access enterprise resources either individually or collectively and with the capability to enforce these policies at run-time.  

i) Supporting access decisions that are sensitive to a user’s credentials in addition to identity.  For example, the user may have to be a licensed healthcare professional in order to access a medical record.  In addition, a user might delegate access for a resource to another user (e.g., a physician might delegate access to his patient’s records to a specialist).  This shows the need for a delegation capability for some applications.

j) Supporting signature verification.  When a user receives a signed document, he must be sure the sender was, in some sense, authorized to sign and send the document.  A simple example would be a prescription, which must be signed by a doctor.  A simple identity certificate is insufficient, as it does not indicate the user’s credentials (i.e., that he is a doctor).  

k) Supporting document authorization and labeling.  A slightly more elaborate example of the document authorization paradigm of the previous example might be adding a document to the medical record.  For example, a transcriptionist transcribes and signs the document, but it is not a valid part of the record until it is reviewed and signed by the primary care physician.  Similar mechanisms can be used to provide cosignature controls when processing claims transactions.  These types of applications require the ability to convey user authorizations (in authorization certificates or possibly as extensions in identity certificates), to label documents and other objects with their security attributes (or to extract such attributes from the document), and to express authorization rules in machine-readable form.  In this example, the privileges would include those of the transcriptionist (allowed to sign a document with role “transcriptionist”), and the physician (allowed to sign with role “primary care physician” and purpose “review”).   The document must be labeled such that the application can determine the type of record, since different document types may have different signature requirements.  Finally, the policy must be expressed in machine-readable form.  In this case, the policy requires that transactions signed by a transcriptionist must be countersigned by the physician.

Existing standards, including ANSI X9.45, ISO 9594-8, IETFRFC 3280  X.509, OASIS SPML, SAML, and XACML, define a number of mechanisms which can be used to construct a healthcare-specific PMI specification.  This would include the following features:

a) Privileges needed to access a target are conveyed in a claimant’s authorization credential.  This may be an authorization certificate compliant with ISO 9584-8 (a particular form of attribute certificate), or a policy set description compliant with XACML.

b) The sensitivity or other properties of the target being accessed may be held in a local database, or in a signed data structure.  This standard does not define a standard way to represent this information, since this is a local matter.  It does provide guidance on how such information might be represented and manipulated using common mechanisms such as ASN.1 and XML.  For a given target object, there may be multiple operations which may be performed; each such operation may have a different set of sensitivity attributes.

c) The privilege policy (rules to match privileges vs. sensitivity) may be held centrally, locally, or may be conveyed as a signed data structure.  Different operations on a target may be subject to different privilege policies.  This standard defines several standard policies, and applications may define additional policies.

d) In the document authorization paradigm, cosignature requirements may be associated with a user or document, such that the signed document is considered authorized only if all necessary signatures are attached.

e) Users may delegate authorizations to other users.

f) Users may be assigned to roles that convey permissions. 

g) Some privileges may be sufficiently dynamic that it is not feasible to place them in an enterprise authorization infrastructure (i.e., the cost of maintenance is too high given the short lifetime or rapid frequency of change of the privileges).  Such privileges may be kept in a local authorization server’s database and accessed as environment variables.  

The remaining sections of this standard discuss mechanisms to convey privilege, sensitivity, and policy information in a distributed PMI.  

6 Models

Privilege management and authorization may be assigned to individual actors or to groups of individual actors playing the same role. Actors interacting with system components are called Principals, which can be a human user, a system, a device, an application, a component, or even an object.

Regarding privilege management and access control management, two basic class types must be dealt with:

· Entities

· Principals

· Policies

· Documents

· Roles

· Acts

· Policy management

· Principal management

· Privilege management

· Authentication

· Authorization

· Access control management

· Audit

To obtain the above described structure and functionality, a number of models, mechanisms, processes, objects, etc., are needed.  This section considers the following security models:
· Domain Model 

· Control Model

· Delegation Model

· Document Model

· Policy Model

· Role Model

· Information Distance Model

· Authorization Model

· Access Control Models

For enabling future-proof EHR systems, all specifications made must be kept open, platform-independent, portable, and scalable.  Therefore, the models provided will be described at the meta-model level and at the model level, keeping the instance level out of consideration. 

6.1 Domain Model

To manage and operate complex information systems that support Shared Care, principal-related components of the system are grouped into domains by common organizational, logical, and technical properties.  Following OMG’s (Object Management Group) definition, this could be done for common policies (policy domains), for common environments (environment domains), or common technology (technology domains).  Any kind of interoperability internalto a domain is called an intradomain communication and co-operation, whereas interoperability between domains is called an interdomain communication and co-operation.  For example, communication could be realized between departments of a hospital internally to the domain hospital (intradomain communication), but externally to the domain of a special department (interdomain communication).  Regarding security requirements, security policy domains are of special interest.  Real world systems are most likely composed of multi-domain information objects that cut across different information contexts.  

As used here, an information domain consists of a set of data, users, and an information security policy linking the two.  This concept is extremely powerful since user (possibly from multiple enterprises) interactions with a set of data (in the functions on the data) can be explicitly characterized by a common policy (business partner agreement).  A domain is characterized by a domain identifier, a domain name, a domain authority, and a domain qualifier.

Within an information domain, all information objects exist at the same level of sensitivity.  Members of a domain may have different security attributes, such as read, write, or execute permissions on information objects.  Information domains are not bound by systems or networks of systems.   An information domain’s objects may reside in multiple systems.

A policy describes the legal framework including rules and regulations, the organizational and administrative framework, functionalities, claims and objectives, the principals involved, agreements, rights, duties, and penalties defined, as well as the technological solution implemented for collecting, recording, processing, and communicating data in information systems.  For describing policies, methods such as policy templates or formal policy modeling might be deployed.  For example, OASIS WS Policy provides a general purpose model and syntax to describe and communicate the policies of a Web service.  It specifies a set of common message policy assertions within a policy and attachment mechanisms for using policy expressions with existing XML service technologies.

Regarding the flexibility in handling properties and policies, the domain is generic in nature.  It may consist of sub domains and participate in super domains.  Sub domains will inherit policies from their parent domain.  The smallest domain is the working place or sometimes even a specific component of a system (e.g., in the case of server machines).  The domain will be extended by chaining sub domains to super domains, forming a common domain of communication and co-operation, which is characterized by establishing an agreed security policy.  Such transaction-concrete policy has to be negotiated between the communicating and co-operating principals, which is also called policy bridging.

Users may perceive a collection of objects from different information domains as a single object.  This compound object is referred to as a multi-domain information object.  Multi-domain information objects must be subject to a common security policy.  The security policy must state the privileges that a user must have to view, print, create, delete, or transfer multi-domain information objects between information systems.

The general purpose of communication is the provision of services to a client requesting these services.  Most of the services have to be provided by the functionality of the healthcare information system often combined with human users’ interactions.  Such application services are end-system services

Middleware concepts are being increasingly introduced into newer versions of healthcare information systems.  In this model not only both principals, but also the middleware can provide requested functionality and application security services.  Such an architecture can be represented by chains of different domains. 

From the security point of view, a domain ensuring intradomain communication according to its own policy is commonly considered to need protection only at its boundary to external domains, with their specific policies (or even the policy-free domain of the Internet).  This is done by, e.g., firewalls, proxy servers, etc.  Regarding the external environment, a domain is therefore often considered closed.  The internal domain is mistakenly assumed to be secure, often neglecting internal threats and attacks which are the majority among all security attacks. 

Regarding the specific requirements and conditions of healthcare, the underlying security model must consider the whole spectrum of security services and mechanisms, which can be accomplished by secure micro domains.

6.2 Control Model

The control model illustrates how control is exerted over access to operations on protected objects.  There are four components in the model: the Claimant, the Verifier, the Target, and the Control policy.  The Claimant has privilege attributes assigned by enterprise domain authorities (contained in various forms such as an attribute certificate, SAML assertion, etc), pushed or pulled to the Verifier (at run-time or through provisioning).  The Target gets various other access control information (e.g., sensitivity attributes, environmental variables) which may be contained in a security label (separating policy between different security domains), attribute certificate, or in a local database.  The model described here enables the Verifier, who may be the owner of the Target or an independent authority, to control access to the Target by the Claimant, in accordance with the control policy and other access control conditions (see Figure 1.  Control model).
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Figure 1.  Control model

To control access, the Verifier must be able to do two things.  First it must be able to get all applicable control policies for the Target.  Then it must compare these with the privileges known for the Claimant.  Access is granted if and only if the privileges owned by the Claimant dominate the control and sensitivity policies of the Target consistent with all other applicable access control information.  In practice, the Verifier consists of access control decision functions and access control enforcement functions which may also be combined or separated.  If separated, the Claimant’s privileges may be available to the Verifier in a wide variety of ways depending upon specific strategies.  

The Claimant may be an entity identified by a public key certificate, or an executable object identified by the digest of its disk image.

The generality of this model makes the names of its parts appear somewhat abstract; however, with suitable interpretation, it can be applied to all the situations introduced in this standard.

6.2.1 Use of Push or Pull

The control model employs a verifier that acquires access control information in order to make an access control decision.  The Claimant can provide the information (e.g. in a token) along with the request to the Verifier (push) or the Verifier can get the required information from a trusted source (pull). In deciding whether to employ a push or pull model, several factors should be considered:

PUSH

· Token holding authentication information must be sufficiently secure.  

· Token must have a short time to live to prevent replay attacks.
· Token must be validated against an authentication service, e.g. a CRL.

· Token exchange should be encrypted to prevent its reuse (replay attack).

PULL
· Authentication service must be accessible.

· A trusted communication path to the Authentication service is required.  

· No computational overhead associated with verification of token.

· Pulled authentication information is always current.

6.3 Delegation Model

In addition to the control model, there is a need for a delegation model.  There are three components of the delegation model: the Verifier, the Source of Authority, and the Claimant (seeFigure 2  Delegation model).
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Figure 2  Delegation model
The Verifier endows an entity known as the Source of Authority with unlimited privilege.  The Source of Authority assigns privilege to Claimants by issuing attribute credentials (e.g., attribute certificates or SAML attribute assertions).  The Claimant asserts its delegated privilege by demonstrating its identity.  This can be done by any mechanism consistent with the domain security policy.  For example, by a password/IDE or, increasingly, by proving knowledge of a private key whose public counterpart is contained in a public key certificate referenced by the claimed privilege.  In a security distributed/service-oriented architecture, user authentication to the verifier would be provided by an authentication service directly.  

Since an authentication service can also provide single sign-on capability, there must be a relationship to the authorization service to ensure that claimant privileges are available to the Verifier that the time when the Claimant access request is made.  In the case of an executable object, it may alternatively be done by demonstrating that the digest is the same as the “owner” value of an attribute certificate which includes the claimed privilege.

Optionally, the Claimant may delegate its privilege to another Claimant (Delegate).  The Verifier must confirm that all entities in the delegation path possess sufficient privilege to access the target requested by the direct Claimant.  Restrictions on the level of delegation may be established by the Claimant or by the Target.  For example, the Claimant in Delegate role may not be allowed to further delegated privilege.

The Source of Authority may also process a request from an entity to delegate its privilege by issuing an attribute credential to another entity. 

The delegation path is distinct from the certificate validation path used to validate the public key certificates of the entities involved in the delegation process.  However, the quality of authenticity offered by the delegation process must be commensurate with the sensitivity of the Target being protected.

Specifying interoperability between distributed objects or components, respectively, the Object Management Group has defined an alternative Delegation Model within its CORBA Security Services Specification.  In an object system, a client calls on an object to perform an operation, but this object will often not complete the operation itself, so will call on other objects to do so.  This will usually result in a chain of calls on other objects.

In privilege delegation, the initiating principal’s access control information (i.e., its security attributes) may be delegated to further objects in the chain to give the recipient the rights to act on the initiating principal’s behalf under specified circumstances.

Another authorization scheme is reference restriction, where the rights to use an object under specified circumstances are passed as part of the object reference to the recipient.  

The following terms are used in describing delegation options:

· Initiator - the first client in a call chain.

· Final target - the final recipient in a call chain.

· Intermediate - an object in a call chain that is neither the initiator nor the final target.

· Immediate invoker - an object or client from which an object receives a call.

Communication of health information is frequently connected with a supplier chain performing this activity (e.g., involvement of secretaries, clerks, service departments, but also any other principals).  This delegation model must be used for any such chaining of services. 

6.4 Document Model

Processes, entity roles, etc., must be documented and signed expressing the particular relations between entities and processes.  The combination of processes and relations leads to multiple signatures (e.g., in the case of delegation).

Cryptographic message syntax supports multiple signatures on a document.  Each signature is computed over the document content and optionally a set of signed attributes specific to the particular signature.  These attributes may include timestamps, signature purpose, and other information.

6.5 Policy Model

A security policy is the complex of legal, ethical, social, organizational, psychological, functional, and technical implications for assuring trustworthiness of health information systems.  A policy is the formulation of the concept of requirements and conditions for trustworthy creation, storage, processing and use of sensitive information.  A policy can be expressed

· Verbally unstructured

· Structured using schemata or templates

· Formally modeled

For interoperability reasons, a policy must be formulated and encoded in a way that enables its correct interpretation and practice.  Therefore, policies have to be constrained regarding syntax, semantics, vocabulary, and operation of policy documents, also called policy statements or policy agreements (agreements between the partners involved). 

6.5.1 Policy Expression

Several approaches to expression of policy in a formal manner have been developed.  Some of these are presented here,

6.5.1.1 XML Schema

Figure 3  Generic Policy Template Example presents a simple generic XML instance for a security policy statement.  One common way to express constraints is the specification of a defined XML schema.  This schema should be standardized for interoperability purposes mentioned above.
  

[image: image4.png]<policy=>
<policy_name/>
<policy_ identifier/>
<policy__authority/=
<domain_name/>
<domain_identifier/>
<target_list=
<target_name/=
<target_ID/=
<target_object>
<operations/>
<policies/>
</target_object=
</target_ list>
</policy=>




Figure 3  Generic Policy Template Example
To reliably refer to a specific policy, the policy instance must be uniquely named and identified via a unique policy ID.  The same is true for all the policy components such as domain, targets, operations, and their policies, which have to be named and uniquely identified too.  As with any other component, policy components can be composed or decomposed according to the generic component model.  A policy is therefore characterized by a policy identifier, a policy name, a policy authority, a domain identifier, a domain name, a target list, a target identifier, a target name, and a target object with its operations allowed and related policies.  This standard assumes the use of XACML for expressing XML security policies.

6.5.1.2 Ponder-language  Base-Class a
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The Policy class can be specialized as Basic Policy, Meta Policy and Composite Policy classes, as shown in Figure 5 below.

Figure 4  PONDER Base-Class Diagram

The specializations of the Composite Policy abstract class are interrelated in a complex way, which has been indicated in outlines as simple association.

6.5.1.3 Object Management Group Security Services

Another approach to policy decomposition has been provided by the OMG’s Security Services Specification distinguishing between the following policies:

· Invocation access policy implementing access control policy for objects

· Invocation audit policy controlling event type and criteria for audit

· Secure invocation policy specifying security policies associated with security associations and message protection

Regarding requirements for different object types

· invocation delegation policy,

· application access policy,

· application audit policy, and

· non-repudiation policy

Health information systems such as the EHR should at minimum have a Patient Policy, an Enterprise Policy, policies defined by laws and regulations, and one policy per Structural Role as well as one policy per Functional Role.

Every creation, access, or modification to an EHR component must be covered by one or more policies.  The reference model of the EHR Extract includes a Policy ID attribute within the Record Component class to permit references to such policies to be made at any level of granularity within the EHR hierarchy.  The policies that apply specifically to an EHR may be included within the EHR Extract, eventually including any bridged policies, as discussed in the domain model above.

6.6 Role Model

For managing relationships between the entities, structural and functional roles can be defined.   Roles are collections of permissions.  These permissions allow principals to perform operations on protected information objects associated with work profile scenarios.  Principals are the actors in healthcare.  Roles may be assigned to any principal.  Therefore, roles are associated to actors and to acts.

6.6.1 Health care related roles

In general, two types of roles can be distinguished: structural roles and functional roles.  Structural roles reflect the structural aspects of relationships between entities.  Structural roles describe prerequisites, feasibilities, or competences for acts.  Functional roles reflect functional aspects of relationships between entities.  Functional roles are bound to the realization/performance of acts. 

Possible examples for structural roles of healthcare professionals are:

· Medical director

· Director of clinic

· Head of the department

· Senior physician

· Resident physician

· Physician

· Medical assistant

· Trainee

· Head nurse

· Nurse

· Medical student

Possible examples for functional roles of healthcare professionals are:

· Caring doctor (responsible doctor)

· Member of diagnostic team

· Member of therapeutic team

· Consulting doctor

· Admitting doctor

· Family doctor

· Function-specific Nurse

6.6.2 Permissions

The ANSI RBAC standard defines permissions as actions on protected objects; however, it does not define specific actions or objects.  Objects may exist at different logical levels.  For example concrete objects may be defined as individual data elements, tables, or aggregations of data elements and tables.  More abstract objects include work profiles, tasks, scenarios, or steps.

Table 1.  Examples of Objects and Actions at Different Levels of a Role Engineering Hierarchy identifies examples of action and object types that may be included in role definitions.

	Action
	Object

	Abstract Objects

	Participate
	Work Profile

	Execute
	Task

	Execute
	Scenario

	Perform
	Step

	Concrete Objects

	Some Action
	Aggregation

	Execute
	Function

	Create, Read, Update, Delete
	Data Table

	Create, Read, Update, Delete
	Data Element


Table 1.  Examples of Objects and Actions at Different Levels of a Role Engineering Hierarchy
Aggregations listed in Table 1 are composed objects.  These are named and treated as complete objects without reference to their internal aggregate data structure.  Examples of aggregation permissions from pharmacy include:

Administer (a medication)

Author (used for signing an order, or for documenting a clinically-relevant event)

Cancel (an order)

Co-Sign (an order)

Dispense (a medication)

Hold (a medication order)

Fill (a medication)

Override (an order-check, such as a drug-drug interaction warning)

Release (a medication from pharmacy)

Renew (a medication order)

Verify (an order)

Describing permissions at the aggregation level may be a more natural, more simple, and clinically relevant way of describing permissions than traditional lower-level discrete system actions on individual data elements.  Furthermore, lower-level actions are typically associated with application-specific mechanisms.  Accordingly, for purposes of interoperability, selecting objects at a higher level is more effective than selecting objects at a lower-level.

6.6.3 Functional Role Model

Functional roles consist of all the permissions on health information system objects needed to perform a task.  Functional role names associate groups of permissions for convenience in assigning to users.  A user may be assigned one or more functional roles, and thereby be assigned all of the permissions associated with a corresponding healthcare workflow.  Permissions will ultimately be used to set the system operations (e.g., create, read, update, delete, execute, etc.) for data and software applications.  Functional roles may be found as entries in a user attribute credential or stored as policy in a distributed authorization directory.

Regarding the healthcare business process, functional roles can be defined in levels of authorizations and access right in the following generic way reusing slightly changed definitions established in the Australian HealthNet Project, cross-referenced against other works:

· Subject of care (normally the patient)

· Subject of care agent (parent, guardian, carer, or other legal representative)

· Responsible (personal) healthcare professional (the healthcare professional with the closest relationship to the patient, often his GP)

· Privileged healthcare professional

· nominated by the subject of care 

· nominated by the healthcare facility of care (there is a nomination by regulation, practice, etc.)

· Healthcare professional (involved in providing direct care to the patient)

· Health-related professional (indirectly involved in patient care, teaching, research, etc.)

· Administrator (and any other parties supporting service provision to the patient)

This list fixes the set of functional roles applied to manage the creation, access, processing, and communication of health information.

Additionally, functional roles can be grouped according to their relation to the information created, recorded, entered, processed, stored, and communicated:

· Composer 

· Committer 

· Certifier

· Authorizer 

· Subject of information 

· Information provider 

Another approach for structuring functional roles related to information and its use and complying with the European Data Protection Directive and the related ISO CD 22857 “Health Informatics – Guidelines on data protection to facilitate trans-border flows of personal health information” has been introduced through the Information Distance Model 

6.6.4 Structural Role Model

Structural roles
 place people in the organizational hierarchy as belonging to categories of healthcare personnel warranting differing levels of access control.  Similar to organizational roles, structural roles allow users to participate in the organization’s workflow (e.g., tasks) by job, title, or position but do not specify detailed permissions on specific information objects.  Structural roles allow a user to “connect” to a resource but do not grant functional authorizations.  Some structural role examples include:  Physician, Pharmacist, Registered Nurse Supervisor, and Ward Clerk.  Structural roles may be found as non-critical certificate extensions entries to an X.509 certificate as specified in ASTM 2212-00.

6.6.5 Role Engineering
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Figure 6 illustrates the core unified service oriented role viewpoint describing the relationship between structural roles (shown as static roles) and functional roles based upon a role engineering approach. 

Figure 5: Role Engineering 

Standard discussion regarding role-based access control treats roles from a functional role perspective.  On the other hand, structural roles can be used to provide “connect” authorizations to members of work profiles prior to user activation of functional roles.  The figure above places the function role into a context that includes structural roles.  In this case, the structural role is a prerequisite role that a user must have before additional roles may be activated in a user session.
  Structural (rarely changing) roles would be typically contained in identity certificates, directories, or SAML assertions.

On the right half of the figure, users granted structural roles are permitted to participate in work profiles that contextually allow access to specific enterprise databases.  In a client-server context, this amounts to an authorization to establish a session.  In a distributed security service scenario, this access control decision is made at the network level.  On the left-hand side of the figure, from the user point of view, he/she has been granted the permissions (aggregated into Functional Roles according to the principle of least privilege) that allow performing operations on protected information objects associated with the work profile scenarios.  By analyzing workflow and decomposing actions on objects, permissions and functional roles can be defined.
  

6.6.5.1 Defining Roles

The issues5 listed below should be considered when defining roles during the role engineering process: 

· Tasks reflect an organization’s job functions and can be used to deduce permissions

· Structural roles determine a user’s authorization to participate in specific workflows and to connect to specific protected resources

· Permissions determine what operations a user is permitted on health information system protected resources

· Permissions are assigned to functional roles (currently out of scope of HL7 permission process)

· Standard functional roles consisting of grouped standard permissions are defined to support inter-domain data transfer (currently out of scope of HL7 permission process)

6.6.6 Generic Role Specification

Roles may be generically described, including administrative constraints that may need to be enforced, using XML constructs.  For example, separation of duties as an authorization constraint is widely used.

For interoperability purposes, domains should manage the use of roles for access control through standards-based XML structures.  The Organization for the Advancement of Structured Information Standards (OASIS) Security Assertion Markup Language (SAML) and eXtensible Access Control Markup Language (XACML) define XML protocols and policy structures suitable for roles. 

The role model can be implemented using various approaches.  Two approaches are described in the subsections below.

6.7 Information Distance Model

Regarding the distance of persons to personal information, three types of person with growing distance to the information can be specified:

· Originator of information (holder of data),

· Producer of information (interpreter of data),

· Administrator of information (user of information).

In a healthcare environment, the originator of information is normally the patient and the producer of information is the doctor.  An example of an information user is a pharmacist.

Following the need to know principle, an increasing distance to information causes greater restrictions regarding privileges granted.

6.8 Authorization Model

6.8.1 Role and Permission Assignments

Roles provide a means to indirectly assign permissions to individuals.  Individuals are granted one or more roles defined by role attributes (permissions).  Permissions are assigned to a role by role specifications, rather than to individuals.  The indirect assignment enables the permissions assigned to a role to be updated without impacting the mechanisms that assign roles to individuals.  Role credentials for a user may be based upon attribute certificates, public-key certificates, entries in a directory service, or XACML attributes. 

The following scenarios are all possible:

· Any number of roles can be defined,

· The role itself and the members of a role can be defined and administered separately, 

· Role membership, just as any other privilege, may be delegated; and

· Roles and membership may be assigned any suitable lifetime.

For role assignment the role attribute is contained in attribute components.  A privilege asserter may present a role assignment credential to the privilege verifier demonstrating only that the privilege asserter has a particular role (e.g., "manager", or "purchaser").  The privilege verifier may know a priori, or may have to discover by some other means, the permissions associated with the asserted role in order to accept/reject/modify a request.  The role specification component can be used for this purpose.

The assignment of permissions to the role may be made within the Privilege Management Infrastructure (PMI) by a role specification component or outside the PMI (e.g., locally configured).

The use of delegated roles within an authorization framework can increase the complexity of path processing, because such functionality essentially defines another delegation path which must be followed.  The delegation path for the role assignment certificate may involve different authorities and may be independent of the authority that issued the role specification component.

The general privilege management model consists of three entities: the object, the privilege asserter and the privilege verifier.  Based on database access control models, the following figure shows a general privilege management model [Castano et al., 1995].
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Figure 6  Privilege Management and Access Control Model [Castano et al., 1995]
It should be mentioned that there are three principle decisions made in the privilege management context:

· Request authorized,

· Request denied, and

· Request modified.

Credentialing, privileging, and authorization are performed by connecting roles to policies.

6.8.2 X.509 Role Based PMI

The X.509 Role Based PMI model uses Attribute Certificates described in the X.509 standard.
  An example of employment of an X.509 role-based PMI is the Permis project.
  Attribute certificates (AC) are issued by Attribute Authorities (AA).  The AC is bound to the identity using the holder field of an X.509 identity certificate.  This coupling permits separate management of PMI and PKI.
  Decoupling PMI and PKI allows sensitive access control information to remain private while identity certificates can be managed by a third party.  At least three types of AC are used in an X.509 role based PMI:  Role-specification ACs, Role-assignment ACs, and Policy ACs.  All ACs are digitally signed by the AA and are therefore tamper-resistant.

Role-specification ACs hold the permission assignments granted to each role.  Role-assignment ACs hold the roles assigned to each identity.  Policy ACs indicate the root of the PMI trust and contain a pointer to a policy file as an attribute value.  ACs are typically stored in an LDAP-enabled directory service.  The verifier finds all role-assignment ACs granted to a user and validates the digital signatures and that a certificate has not been revoked.  The verifier also finds the Role-assignment ACs for each identified user role.  This process can be optimized in several ways while keeping the overall strategy.

The X.509 role based PMI can use a policy language such as Ponder, Keynote, or XACML.  Use of a domain-wide authorization policy by the verifier provides a secure, centrally managed approach.

The local Source of Authority (SoA) for a security domain creates the domain-wide authorization policy.  Privilege allocators (PA) use the policies signed by the SoA, possibly from a different security domain, to generate and digitally authenticate policy ACs.  The SoA or the AA uses the PA to sign and publish role-assignment ACs to an LDAP directory.  The resulting role-assignment ACs are used be the verifier to make access control decisions.

6.8.3 XACML Role Based PMI

The Organization for the Advancement of Structured Information Standards (OASIS) standards group developed the eXtensible Access Control Markup Language (XACML) as a language to express and evaluate access decisions.
  The XCML technical specification includes a profile for RBAC using XACML that complies with the ANSI RBAC standard.

Core RBAC, as defined above, is supported as shown in Table 2 below:

	Core Element
	XACML Profile

	
	

	Users
	XACML Subjects

	Roles
	XACML Subject Attributes

	Objects
	XACML Resources

	Operations
	XACML Actions

	Permissions
	XACML Role <PolicySet and Permission <PolicySet>


Table 2.  RBAC Core Functionality Mapping

The XACML RBAC profile also supports hierarchical RBAC, allowing inheritance between roles.  Dynamic Separation of Duty is supported by the profile, and structural Separation of Duty can be supported via the user-role assignment mechanism.  .  Additional XACML policies are provided to support system and review functions described in the ANSI RBAC standard.  Specifically, the Role PolicySet (RPS) associates holders of a given role attribute with a Permission PolicySet.  The Permission PolicySet (PPS) describes the permissions associated with a specific role.  The RPS and PPS replace the role assignment and role specification ACs in the X.509 based role model.  

The XACML role based PMI features a rich policy language integrated throughout the design.  The concept of structural versus functional roles is supported using a two tiered system comprised of a role attributes.  That is, users can have roles assigned to them in the request context.  An entity separate from the policy decision point can use an XACML Role Assignment Policy or PolicySet to enable attributes within the user session.

6.9 Access Control Models

The role models specified above and advanced access control models such as ANSI INCITS 359-2004 19:  Role Based Access Control, Feb 2004, may be harmonized.   Figure 9 presents an adapted Role-Based Access Control Schema from the ANSI RBAC standard.
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Figure 7  Role-Based Access Control Schema
Each model component is defined by the subcomponents:

· a set of basic element sets;

· a set of RBAC relations involving those element sets (containing subsets of Cartesian products denoting valid assignments); and

· a set of mapping functions that yield instances of members from one element set for a given instance from another element set.

7 Claimant Mechanisms

Possible approaches to management of user privileges include:

a) Storage of privileges in a digitally signed credential, or

b) Centralized storage of privileges (e.g., in an LDAP-enabled service) 

Option (a) includes mechanisms based on use of a public key certificate or an attribute certificate, or an XACML attribute.  The advantages to each approach are summarized in ISO 9594-8 (2000).  Public key certificates may store privileges as non-critical extensions as described in ASTM E2212.  The use of an identity certificate in this way tightly binds authentication to authorization and arguably provides resilience to network failure.  However, there are several disadvantages in this approach.  

Invalidating or changing any privilege owned by the certificate holder would require revoking and reissuing the certificate.  Revocation of the certificate typically involves listing the certificate identification number on a Certificate Revocation List (CRL), typically stored in an LDAP-enabled directory service.  As a result, the identity holder is unable to use their card (or other token) until it is reissued.  Since identity certificates are typically in the possession of the holder, the re-issuing process is unwieldy.  Note that use of the identity certificate to store privileges does not provide resilience to network failure, since the CRL must be consulted to validate the certificate.  Accordingly, identity certificates are more appropriate for "structural" roles that are slowly changing.

One alternative is the use of a separate digitally signed certificate, called an attribute certificate, designed to hold user privileges.  Additional infrastructure is required to issue and manage this second type of digitally signed certificate.  However, there are several advantages in this approach.  

The attribute certificate is issued and signed by an attribute authority separate from the certificate authority that manages identity certificates.  However, authorization and authentication are still tightly bound by placing the user’s identity certificate serial number in the holder field of the attribute certificate.  Revocation of the attribute can be accomplished using an Attribute Certificate Revocation List (ACRL).  However, there is no reason why a user should take physical possession of an attribute certificate.  Thus, the attribute certificates themselves can be stored an LDAP-enabled service.  Revocation of the certificate therefore involves replacement of the earlier attribute certificate with the current attribute certificate.  There is no penalty in frequent changes of privileges held by the attribute certificate seen in the previous mechanism.  

There is an additional benefit to the additional infrastructure required to support attribute certificates as pointed out in “A New Design of Privilege Management Infrastructure for Organizations Using Outsourced PKI.”
  Certificate Authorities issuing identity certificates are typically managed by a trusted entity outside the enterprise.  Adding infrastructure within the enterprise to support attribute certificates helps keep sensitive privilege information from outsiders.  Attribute certificates are typically only needed by the verifier, so there is no need to expose the privileges held by a user to entities outside the enterprise.

This option does not require the use of a digitally signed certificate.  Since the privileges can be stored directly in an LDAP-enabled directory service, there is no reason to require the use of a digitally signed certificate if the security and integrity of the privileges can be provided by other means.  Since access to the claimant’s privilege is typically limited to the verifier, access to the claimant’s privileges can be protected by user authentication to a secured LDAP-enabled directory service.

7.1 LDAP-enabled Directory Service v. Policy Engines
The choice of claimant mechanism can have an effect on performance and complexity of the privilege management infrastructure framework.  LDAP-based mechanisms are typically fast but provide simple data; for example whether the claimant is a member of a specific role.  Alternatively, policy engines can factor in several independent elements into the authorization decision process.  Considerations are listed below:

LDAP

· Fast lookup of single strings.
· No processing overhead.
· Well documented interface.

· Not capable of evaluating policies.

Policy Engine

· Evaluates multiple elements.
· Supports complex policy languages (e.g. XACML).  

· Slower response time.

Use of an LDAP-enabled Directory Service is suggested when speed is required and the decision can be based on possession of a certain role, especially structural roles (§6.6.4).  Policy engines are appropriate when evaluating participation in a workflow, especially in functional roles (§6.6.3).  

8 Privilege Management Infrastructure Framework

The privilege management infrastructure framework establishes relationships between components of an abstract role system to the components of the underlying security infrastructure.  There are two types of high-level healthcare role supported by the infrastructure: Structural Roles and Functional Roles.
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Figure 8 – Extended Control Model

In the figure, the Control Model of section 6.2 is extended to the security distributed or service-oriented architecture.  The Verifier is shown with its component PDP/PEP.  In the security SOA, infrastructure security authentication and authorization is provided to applications as a service.  The figure abstracts the access control models of ISO 10181-3 (the PDP/PEP terminology follows OASIS XACML).  If the external (to the target) Verifier is removed, then we have the traditional Control Model.  Various implementations are achieved by functional allocations of service between application-level and SOA levels.  Access control information is used to inform the Verifier PDP of additional conditions affecting the decision.    ISO ACI includes:

User ACI

· Individual access control identities

· Identifier of hierarchical group in which membership is asserted, for example, organizational position

· Identifier of functional group in which membership is asserted, for example, membership of a project or task group

· Role that may be taken

· Sensitivity markings to which access is allowed

· Integrity markings to which access is allowed

· A target access control identity and the actions allowed on the target-that is a capability

· Security attributes of delegates

· Location, for example, sign-on workstation

Target ACI

· Target access control identities

· Individual initiator access control identities and the actions on the target allowed or denied them

· Hierarchical group membership access control identities and the actions on the target allowed or denied them

· Functional group membership access control identities and the actions on the target allowed or denied them

· Role access control identities and the actions on the target allowed or denied them

· Authorities and the actions authorized for them

· Sensitivity markings

· Integrity markings

Action ACI

· ACI associated with operating zoning action (data ACI), for example:

-Sensitivity markings

-Integrity markings

-Originator identity

-Owner identity

· ACI associated with the action as a whole, for example:

-initiator ACI

-Permitted initiator and target pairs

-Permitted targets

-Permitted initiators (users)

-Allowed class of operations (for example, read, write)

-Required integrity level.

Contextual ACI

· Time periods

· Route (an access may be granted only if the route being used to specific characteristics)

· Location (and access may be granted only two initiators as specific in-systems, workstations are terminals, or only two initiators any specific physical location)

· System status (and access may be granted only for a particular ACI when the system has a particular status, for example during a disaster recovery)

· Strength of authentication (an access may only be granted when authentication mechanisms of at least a given strength are use)

· Other access currently active for this or other initiators.

8.1 Structural Role Framework

Structural roles serve as access control decision information within the PMI by allowing authenticated users to establish a session or connect to a protected target.  

To accomplish this function, the user asserts, in addition to authentication information, structural roles as a prerequisite authorization to “connect” to the task or workflow containing the requested session or target.  An infrastructure access enforcement function grants or denies access to the session or target based on the structural role.  Structural roles would be typically managed in identity certificates (per ASTM E2212) or directories.  Structural roles are centrally managed, allowing any user to be granted access, suspended, or denied access (by means of the service-oriented Verifier) to any or all resources through this single point of control.

ASTM E1986 identifies healthcare persons for whom role based access control is warranted.  These ASTM E1986 person types define basic healthcare role names as used within this standard.

8.2 Functional Role Framework

Functional role activation (session roles) cannot occur until the session is established, so structural role authorization/access is prerequisite to establishing a session or connection to the target.  In the extended Control Model, what is desired is a decision on the user’s authorizations to perform operations on the Target’s protected objects.  The result of the decision information is used as an input to the Verifier PEP for the purpose of access control.

Functional roles describe the permissions that a user has available once the session is established and his/her roles are activated.  Functional roles are contained in applications, directories, attribute certificates, and XACML extensions.  Functional roles specifically define, in terms of permissions, what authorizations are needed by an entity to access protected information technology or application resources.  As a consequence, functional roles are much more healthcare specific than basic roles.  Standard functional roles are applied across the enterprise and with business partners.  Standard functional roles are aligned by mapping to underlying applications’ enforcement mechanisms.

Functional roles should be expressed in a standards-compliant language for interoperability both inter and intra-enterprise.  A standard language allows for leveraging policy and roles among applications, as well as consistent policy description and enforcement.  The guideline standard language for this standard is OASIS XACML.

The Health Level 7 (HL7) standards development organization has begun an effort to develop standard healthcare-wide permissions.  Once available, these standard permissions will allow for the expression of functional roles that are ANSI, ISO, and OASIS compliant.

An Entity-Entity relationship may concern a contracting act resulting in a contract between entities playing specific functional roles (see below).  The contract could define the structural role of being, e.g., a head physician.  Another example may concern an Entity-Entity relationship for education, resulting in a special qualification as well as a certificate certifying this qualification as a structural role.

These structural role constraints are another Entity-Entity relationship influencing the functional role played by the entities involved in an activity.  The establishment of a structural role is provided within an act between entities according to specific act-related functional roles.  Figure 8 gives an example for the provision of a structural role certificate given from a certification authority to a client to be certified.
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Figure 8  Establishment of a Structural Role within an Act according to Specific Functional Roles
Considering both structural roles and functional roles in the same context, structural roles provide the prerequisites/competencies for entities to perform interactions (an act) within their specific functional roles.  Qualifications, skills, etc., influence both the assignment of the structural roles and the performance of activities according to their functional roles.

8.3 Separating Security from Business Logic

In designing a privilege management infrastructure framework care must be taken to distinguish between the enforcement of security policy and business logic.  The use of the security framework to enforce business logic tends to compromise system security, lead to poor design, and does not support clear security roles.  It is therefore advantageous to separate and isolate security and business application code whenever possible.  This separation is essential for security engineers to obtain a clear definition of security boundaries, ensure security code is not affected by changes to business logic, and to support certification. 
Separating security from business logic can be difficult.  In general, access to a resource within business logic deals with interaction upon a set of resources the user has authority to access.  Alternatively, security logic can be identified using the criteria below:

· Involves a change of security state (e.g. confidential to non-confidential)

· Involves confidentiality, integrity, or availability of data

· Involves the concepts of Least privilege, Need to know, or Separation of duties.

· Involves regulatory requirements (e.g. Health Insurance Portability and Accountability Act (HIPAA), Federal Information Security Management Act (FISMA).

8.4 Location of the Policy Enforcement Point

The design of a privilege management infrastructure can influence placement of the  policy enforcement point.  In a distributed privilege management infrastructure a PEP can be placed at the application level or at the enterprise level.  The following factors are important in deciding the proper placement:

· Availability of the PEP.

· Reduction of the number of PEPs.

· Ability to centrally manage.

· PEP lifecycle maintenance.

Co-location of the PEP with applications will decrease latency.  In these cases a local policy store should be available to allow the policy engine to work during extranet outages. 
8.5 Audit

The major purpose of the audit subsystem is to provide accountability of actions taken by agents on the network.  Audit is not instrumental in the use of privileges to allow or disallow access to protected resources.  However, the audit subsystem should interface with the privilege management infrastructure so that its correct operation can be verified.  For a discussion of the use of audit in healthcare applications see RFC 3881. 

9 Attribute Certificates

The components of the attribute certificate are used as follows:

The version number differentiates between different versions of the attribute certificate.  If objectDigestInfo is present or if issuer is identified with baseCertificateID, version must be v2.
The holder field conveys the identity of the attribute certificate's owner.  In this standard, use of the issuer name and serial number of a specific public key certificate is required; use of the general name(s) is optional; and use of the object digest is prohibited.  There is a risk with use of GeneralNames by itself to identify the owner, in that there is insufficient binding of a name to a public key to enable the authentication process of the owner's identity to be bound to the use of an attribute certificate.  Also, some of the options in GeneralNames (e.g., IPAddress) are inappropriate for use in naming an attribute certificate owner which is a role rather than an individual entity.  General name forms should be restricted to distinguished name, RFC 822 (email) address, and (for role names) object identifiers.

The issuer field conveys the identity of the AA which issued the certificate.  Use of the issuer name and serial number of a specific public key certificate is required, and use of the general name(s) is optional. 
The signature identifies the cryptographic algorithm used to digitally sign the attribute certificate.
The serialNumber is the serial number that uniquely identifies the attribute certificate within the scope of its issuer.

The attrCertValidityPeriod field conveys the time period during which the attribute certificate is considered valid, expressed in GeneralizedTime format.

The attributes field contains the attributes associated with the owner which are being certified (e.g., the privileges).
The issuerUniqueID may be used to identify the issuer of the attribute certificate in instances where the issuer name is not sufficient.

The extensions field allows addition of new fields to the attribute certificate.  Standard extensions from ISO 9594-8 are described in Appendix X1.

9.1 Confidentiality of Attribute Certificates

In some applications, it may be desirable to protect the contents of attribute certificates from entities other than the owner and the relying party (which uses the certificate).  This can be done by using the owner’s public key certificate(s) to establish an authenticated, encrypted path to the relying party (e.g., using SSL).  This path can then be used to send the attribute certificates confidentially.

9.2 Role Certificates

A user’s attribute certificate may contain a reference to another attribute certificate which contains additional privileges.  This provides an efficient mechanism for implementing privileged roles.

Many environments which have authorization requirements require the use of role-based privileges (typically in conjunction with identity-based privileges) for some aspect of their operation.  Thus, a claimant may present something to the verifier demonstrating only that the claimant has a particular role (e.g., "licensed healthcare provider" or "file clerk").  The verifier may know a priori, or may have to discover by some other means, the privileges associated with the asserted role in order to make a pass/fail authorization decision.

The following are all possible:


any number of roles can be defined by any AA;


the role itself and the members of a role can be defined and administered separately, by separate AAs;


the privileges assigned to a given role may be placed into one or more attribute certificates;


a member of a role may be assigned only a subset of the privileges associated with a role, if desired;


role membership may be delegated; and


roles and membership may be assigned any suitable lifetime.

An entity is assigned an attribute certificate containing an attribute asserting that the entity occupies a certain role.  That certificate may have an extension pointing to another attribute certificate which defines the role (i.e., this role certificate specifies the role as owner and contains a list of privileges assigned to that role).  The issuer of the attribute certificate may be independent of the issuer of the role certificate and these may be administered (e.g., expired, revoked, and so on) entirely separately.

Not all forms of GeneralName are appropriate for use as role names.  The most useful choices are object identifiers and distinguished names.

9.3 Credentials

One common type of privilege is the user credential.  This is issued by a trusted authority, and includes an identification string.  Examples include licensing of medical professionals by state boards and assignment of Drug Enforcement Agency (DEA) numbers.  A credential includes a type, an issuer name, and an identifier.  Geographically structured issuer names can be useful to indicate state and other locality information.  Credentials are typically matched by type (e.g., “physician”) or type and issuer (e.g., “physician licensed in Virginia”).

If the credential issuer name is absent, then the issuer name from the enclosing attribute or public key certificate is used.  If the certificate issuer name is absent, the credential issuer name must be present.  (Note that a certificate may explicitly reflect more than one credential, from more than one issuer, in order to minimize the number of Attribute Certificate Authorities (AAs) in a system.) 

10 Target Sensitivity Mechanisms

Management of target attributes (e.g., access control lists and sensitivity labels) has traditionally been done on a per-system basis, and there has been little standardization of the representation of this information.  This standard does not dictate how such information is represented, but does give suggestions based on several document syntaxes (ASN.1 or XML).

10.1 Signed Data Encapsulation

Attributes and other sensitivity information may be bound to the digest of the target using the SignedData construct of ASTM E2084.  In particular, the use of detached signatures (with the object conveyed separately from the signature structure) would be appropriate.  Sensitivity information would be carried as signed attributes, with the owner of the information being the signer.

The types of authorization information which can be attached to a target include:

a) Access control information (ACI), as described in ISO 10181-3;

b) Cosignature requirements, as described in Section 8.4; and

c) Descriptive information about the document (e.g., document type), described in Section 9.

10.2 Use of XML

Extensible Markup Language (XML) provides a software and hardware independent tool for transmitting information.  It is expected that many documents will be expressed using XML.  The structure for such a document is defined in a document type definition (DTD) or an XML schema.  

Privileges may be defined as XML elements, where the name of the element represents the privilege identifier.  Alternatively, an XML element can be associated with one or more XML attributes that represent the privilege identifier(s).  

Privileges can be grouped into useful sets using XML.  For example, a set of privileges encoded into XML can be associated with a Uniform Resource Identifier (URI) such as:

“urn:application_name:attribute:privilege_set_name.”

Alternatively, privilege sets can be associated within a schema definition addressed by a unique namespace such as: 

xmlns: privilege_set_name=”http://www.astm.org/:privilege_sets/ privilege_set_name/”

XML privilege sets can be used by the Verifier to associate the Claimant to its scope of authority.  Claimants can be associated with standard groups or roles prior to evaluation by the Verifier.  Alternatively, the Verifier can  associate the Claimant to one or more privilege sets through a database or an LDAP-enabled directory service.  The Verifier can also lookup the Requestor group or role association in an external XML document using XPath.

A Verifier using a privilege policy may act directly on the XML elements (e.g., by comparing attributes in an authorization certificate to elements in the document).  One example of an XML based policy that can be used to verify privileges is the eXtensible Access Control Markup Language (XACML).  Section 8.3 discusses the comparison rules in detail.  Generally, single-valued attributes will be compared to a single (complete) element, while multi-valued attributes will be compared to a collection of elements in a model group.

10.3 Security Labels

The security label syntax is taken from RFC 2634. 

· A security policy is a set of criteria for the provision of security services.  The security-policy-identifier is used to identify the security policy in force to which the security label relates.  It indicates the semantics of the other security label components.

· This specification defines the use of the Security Classification field exactly as is specified in RFC 2634 and ITU-T X.411, which states in part:

    
If present, a security-classification may have one of a hierarchical


list of values.  The basic security-classification hierarchy is defined


in this Recommendation, but the use of these values is defined by the


security-policy in force.  Additional values of security-classification,


and their position in the hierarchy, may also be defined by a


security-policy as a local matter or by bilateral agreement.  The basic


security-classification hierarchy is, in ascending order: unmarked,


unclassified, restricted, confidential, secret, top-secret.

This means that the security policy in force (identified by the security-policy-identifier) defines the SecurityClassification integer values and their meanings.  An organization can develop its own security policy that defines the SecurityClassification INTEGER values and their meanings. However, the general interpretation is that the values of 0 through 5 are reserved for the "basic hierarchy" values of unmarked, unclassified, restricted, confidential, secret, and top-secret.

There is no universal definition of the rules for using these "basic hierarchy" values. Each organization (or group of organizations) will define a security policy which documents how the "basic hierarchy" values are used (if at all) and how access control is enforced (if at all) within their domain.  Therefore, the security-classification value MUST be accompanied by a security-policy-identifier value to define the rules for its use.  For example, a company's "secret" classification may convey a different meaning than the US Government "secret" classification.  In summary, a security policy SHOULD NOT use integers 0 through 5 for other than their X.411 meanings, and SHOULD instead use other values in a hierarchical fashion.

Note that the set of valid security-classification values MUST be hierarchical, but these values do not necessarily need to be in ascending numerical order. Further, the values do not need to be contiguous.  For example, in the Defense Message System  security policy, the security-classification value of 11 indicates Sensitive-But-Unclassified and 5 indicates top-secret.  The hierarchy of sensitivity ranks top-secret as more sensitive than Sensitive-But-Unclassified even though the numerical value of top-secret is less than Sensitive-But-Unclassified.  (Of course, if security-classification values are both hierarchical and in ascending order, a casual reader of the security policy is more likely to understand it.)  

An example of a security policy that does not use any of the X.411 values might be:

10 – anyone 

15 – Morgan Corporation and its contractors

20 – Morgan Corporation employees

25 – Morgan Corporation board of directors

An example of a security policy that uses part of the X.411 hierarchy might be:

0 – unmarked 

1 – unclassified, can be read by everyone

2 – restricted to Timberwolf Productions staff

6 – can only be read to Timberwolf Productions executives

· If present, the privacy-mark is not used for access control. The content of the privacy-mark may be defined by the security policy in force (identified by the security-policy-identifier) which may define a list of values to be used.  Alternately, the value may be determined by the originator of the security-label.

· If present, the security-categories provide further granularity for the sensitivity of the message. The security policy in force (identified by the security-policy-identifier) is used to indicate the syntaxes that are allowed to be present in the security-categories. Alternately, the security-categories and their values may be defined by bilateral agreement.

10.4 Access Control Framework

This section defines an access control information (ACI) attribute which can be used to indicate to a recipient (or trusted third party) which entities may read the target’s contents.

Access is allowed to the target if the requester matches an entry in the who list (by name, role, group, or organizational unit) and if the requester’s attribute certificate matches all of the constraints contained in the target’s ACI attribute.  These constraints would be contained in the Constraints attribute in the requester’s certificate.

11 Policy Specification Mechanisms

Several policies are defined.  They may be used individually or in combination:

11.1 Credential Matching

The credential attribute was defined in Section 6.3.  This is issued by a trusted authority, and includes an identification string.  Examples include licensing of medical professionals by state boards and assignment of DEA numbers.  A credential includes a type, an issuer name, and an identifier. 

To match a credential policy, the claimant’s certificates must, in combination, contain a matching credential for each entry in the credential list.  To match an entry, the credential must have the same credential type, and, if the entry has an issuer name, the credential (or enclosing certificate) must have the same issuer name.

11.2 Security Label Matching

Security label matching compares the initiator’s clearance to the target’s security label.  All of the following must be true for authorization to be granted:

a) The security policy identifiers must be identical.

b) The classification level of the initiator must be greater than or equal to that of the target, i.e., there must be at least one value in the classification list of the clearance greater than or equal to the classification of the target.

c) For each security category in the target label, there must be a security category of the same type in the initiator’s clearance, and the initiator’s classification level must dominate that of the target.  

11.3 General Assertion Matching

A privilege policy consists of one of the following:

· ppPredicate:  An assertion about a specific attribute;

· and relation:  A list of simpler policies, all of which shall be true for this policy to be true;

· or relation:  A list of simpler policies, at least one of which shall be true for this policy to be true;

· not function:  A single policy, which shall be false for this policy to be true;

· orderedPPE:  A list of simpler policies, which are verified in the order specified.

Predicates may be:

· single value assertion:  A single attribute value in a target document (or context variable) is compared to an attribute value in the assertion.

· set value assertion:  The entire set of attribute values in a target document (or context variable) is compared to the set of values in the assertion.

· present:  The attribute shall be present in the document.  

· approximateMatch:  The asserted value(s) match the value(s) in the document, using some locally-defined matching algorithms (e.g., phonetic matches or approximate arithmetic matches).  

· extensibleMatch:  The asserted value(s) match the value(s) in the document, using a matching rule defined using the X.500 MATCHING-RULE macro.

Single value assertions allow authorization based on a simple value comparison.  For example, lessOrEqual might restrict the signer to some monetary limit.  The semantics of each choice is:

· equality:  The value in the document shall be equal to that in the assertion.  This assertion can be used with any attribute type; complex attributes are compared using the DER encodings of their values.

· substrings:  The value of the document attribute shall contain the asserted substrings in the specified order; the initial substring of the value shall match the initial component of the assertion (if present), the any components (if present) shall appear in the value in the specified order, and the final substring of the value shall match the final component of the assertion (if present).  The substrings shall not overlap in the document attribute.  This assertion can be used with any ASN.1 string type (e.g., IA5 string, UTF8 string, etc.).

· greaterOrEqual:  The value in the document shall be greater than or equal to that in the assertion.  This assertion may be used with integers, enumerateds, and octet strings.

· lessOrEqual:  The value in the document shall be less than or equal to that in the assertion. This assertion may be used with integers, enumerateds, and octet strings.

· subordinate:  The asserted value matches the leading components of the value in the document attribute; it is only valid for object identifiers and names (a sequence of relative distinguished names).   

Set valued assertions involve all values of an attribute which are found in a target.  For example, the standard military compartment mechanism would dictate that the set of compartments attached to a document shall be a subsetOf those in the signer's certificate.  Similarly, a need-to-know mechanism would use a nonNullIntersection assertion.  These attributes will be of type SEQUENCE OF or SET OF.  The semantics are:

· subsetOf:  All attribute values in the document shall appear in the assertion.

· supersetOf:  All attribute values in the assertion shall appear in the document.

· nonNullIntersection:  At least one attribute value in the document shall appear in the assertion.

A predicate may contain the specific attribute values to be compared against the target, or it may reference an attribute in the claimant’s attribute certificate, which holds the value to be compared against the target.  In the second case, the PrivilegeIDPair contains two attribute types; the first refers to the target, and the second refers to the claimant.

Multiple target attribute syntaxes are supported.  Currently, these include ASN.1, and XML.  Since claimant privileges are carried as ASN.1 attributes, an attribute type is required in a privilege ID; an XML link is optional (to indicate the corresponding content in the target XML document).  The link is structured as defined in the XLink, XPointer, and XPath recommendations, with the additional constraint that it must reference one or more entire, contiguous XML elements (or their attributes).

Mapping between ASN.1 types and XML elements is done as follows (where possible, this maps to ongoing work on XML schemas:

a) An ASN.1 Boolean maps to an XML element content or attribute with the following (case-insensitive) values:  For TRUE: true, yes, or 1.  For FALSE:  false, no or 0.  Only equality matching is allowed.

b) An ASN.1 integer maps to an XML element content or attribute consisting of solely numeric characters, with an optional sign character (+ or -) in front.

c) An ASN.1 real maps to an XML element or attribute which uses the ASN.1 value notation for a real number.

d) ASN.1 bit strings and octet strings map to any XML element content (#PCDATA).  As the XML schema work evolves, this should map to an XML binary object; such objects may be encoded in base64 for transport, with the encoding indicated either in the schema or as an attribute of the element.

e) ASN.1 enumerateds map to XML attributes of type NMTOKENS (a list of strings), where each string is the identifier of one of the enumerated values.

NOTE – XML schemas will likely allow such information to be carried as elements, as well as

attributes.

f) ASN.1 character strings map to XML element content (#PCDATA).

g) ASN.1 object identifiers do not have an equivalent in XML.

NOTE – XML uses URIs for some of the same things.  A URI namespace or protocol of

type OID: could be defined to convey object identifiers in XML.

h) ASN.1 times (UTC and generalized time) map to XML elements with ISO 8601 syntax.

i) An ASN.1 sequence maps to a content model group with the comma connector, e.g.  


<!ELEMENT x (foo,bar)>.

j) An ASN.1 choice maps to a content model group with | connector, e.g.  


<!ELEMENT x (foo|bar)>

k) An ASN.1 set does not map to any XML construct, although it does map to the SGML content group with & connector. 

l) An ASN.1 “sequence of” maps to a repeating component using the XML regular expression syntax (* for zero or more occurrences, + for one or more), e.g.:


<!ELEMENT y (foo*)>

m) An ASN.1 “set of” does not map to any XML construct.

n) ASN.1 optional fields map to optional XML components using the ? notation, e.g.:


<!ELEMENT z (foo?)>

AAs should ensure that policies are internally consistent, e.g. the same attribute type should not appear in two logically contradictory clauses.  Policies should be signed by an AA; they may be conveyed in a claimant’s authorization certificate, or as separate objects.

11.4 Signature Requirements

Multiple signatures may be conveyed as multiple SignerInfo structures in a SignedData instance.  Countersignatures may be attached using the (unsigned) countersignature attribute Signature requirements are conveyed as a privilege policy associated with a particular target and operation.  

Each cosigner entry contains either the identity of a cosigner (a role or an individual name or certificate identifier), or a list of required signature purposes, or both.  If a role is present, there must be a signature on the document using that role (as a signature attribute), and the signer must be allowed to act in the role (as indicated in the role attribute in the signer’s authorization certificate).  If a signer’s name is present, there must be a signature on the document which can be verified using one of that user’s certificates.  If a particular certificate is identified (by name and key ID, or by issuer name and serial number), there must be a signature on the document which can be verified using the specified certificate.  If a list of signature purposes is specified, there must be a signature on the document using one the purposes (in the signaturePurpose signature attribute).  If both a signer ID and signature purpose(s) are present, the specified signer must use one of the listed purposes.  

Each cosigner may optionally be assigned a weight, in order to allow a varying number of signers.  The quorum specifies the total weight required for the cosigner list to be ratified.  In the common case where all weights are 1, the quorum is simply the number of cosigners needed.  By assigning weights, however, one could construct a scheme where (for example) the signature of the president, any two vice presidents, or any four directors is required for authorization.  A quorum of 0 indicates all list members must sign the document.  A particular placement of the cosignature (joint signature on the document or countersignature) may be required.

11.5 Representation of Privilege Policy

This standard does not dictate how privilege policies are represented within an end system.  
12 Example Applications

This section presents some example applications using the mechanisms defined in the preceding section.  These are not presented in great detail.  Specific applications will be the topics of future standards or proprietary specifications.  These examples are meant to illustrate the use of privilege management mechanisms to support the types of applications discussed in PS 100, E1762, and PS 107, as well as current work in the area of certificate policies and extensions.

12.1 Credentials Application

In this application, a physician is prescribing controlled substances.  The prescription is electronically signed and sent to the pharmacy using S/MIME.  The pharmacist must ensure, since the prescription is for a controlled substance, that the physician has a valid DEA number.  This would be provided with a credential in either the physician’s ID certificate or attribute certificate.  The credential type would be “DEA number” and the issuer would be the DEA. 

Similar mechanisms can be used to prove that an individual is a physician (credential type of “medical license”).  This can be restricted to a particular state by examining the credential issuer.  Note that, by using distinguished names, conventions for issuers can be established at the state level, federal (agency) level, and (using FIPS 66) at the county level.

12.2 Access Control

This application allows a verifier to control access to a target (in this case, some portion of the patient’s medical record) based on the target’s attributes.  In this example, the claimant’s role and constraints are found in his attribute certificate.  The following constraints are used:

a) plan registration; and

b) department.

The attribute certificate for the claimant contains one or more roles, as well as a list of plan registrations and departments the claimant is associated with.  Separate role certificates (with attributes specific to the role) are not used in this application.

The target’s access control information is represented using the ACI attribute defined in PS xxx (and duplicated in Section 8.3).

For access to be allowed to the target for this claimant:

a) At least one of the claimant’s roles must appear in the target’s access control list.

b) At least one of the claimant’s plan registrations must appear in the target’s constraints.

c) At least one of the claimant’s departments must appear in the target’s constraints

NOTE – We need identifiers (OIDs) for the roles defined in PS 107.

12.3 Signature Requirements

This application builds on the signature purpose mechanism defined in E 1762 and PS 100.  In order for a document to be accepted as part of the medical record, it must have one or more signatures, as specified in the privilege policy.  For example, the policy might require a signature by the author, OR by a transcriptionist and a reviewer.

Each signer has an attribute certificate indicating which signature purposes he may exercise.  When signing a document, the signature purpose is included as a signed attribute (see PS 100).  The policy is represented using the SignatureRequirements syntax defined in Section 8.3.

The verifier will:

a) check the attribute certificate of each signer to ensure the signature purpose is allowed.

b) ensure that all necessary signatures are present, as required by the privilege policy.

12.4 Document Authorization

This application builds on the mechanisms and attributes defined in ANSI X9.45 and ASTM E2084.  

Claimant privileges are conveyed in authorization certificates.  Claimants may also exercise multiple roles (although only one at a time), through the use of role certificates.  The claimant’s authorization certificate will contain an allowableRoles attribute indicating the roles the user may exercise.

Target attributes may be extracted from the document (e.g., as XML elements), held in a local database, or may be embedded in a SignedData structure (detached signature).  This structure is linked to the target object by the object’s digest.

The privilege policy consists of signature requirements, and a general assertion policy as defined in Section 9.2.

The verifier will use the authorization certificate of the claimant, along with associated role certificates, and the target attributes, as input to the general assertion policy in Section 9.2.  If this policy is satisfied, signature requirements are checked.  The current signature structure (containing one or more signatures on the document, as well as possibly countersignatures), is matched against the signature requirements policy.  If these are also satisfied, the document is considered authorized.

Specific attributes to be included in the authorization certificate include:

a) Restrictions on documents which may be signed (see the document attribute list below)

b) Allowable roles

c) Allowable signature purposes

Attributes associated with the document (mostly from E2084) include:

a) Document type

b) Location

c) Patient ID

d) Event ID

e) Amendment information (pointer to document being amended)

f) Data type and format information

g) Originating organization

h) Event time

i) Document creation, modification, and access times

j) Monetary value

k) Document identifier

l) Category list

m) Owner and author information (which may also be derived from the signatures on the document)

NOTE - Detailed syntax for these items may be defined or copied from E2084.

Signed attributes which may be attached to the document include:

a) Signing time

b) Signature purpose

c) Role being exercised

d) Signing certificate and policy ID

e) Signature reason (textual description)

f) Annotations

g) Device identifier of signing cryptographic module

NOTE - Detailed syntax for these items may be defined or copied from E2084, X9.45, and other references.

A countersignature is conveyed as an unsigned attribute which signs the signature value in the SignerInfo structure which contains it.

13 Integration with PKI

The PMI relies on a public key infrastructure (PKI) for identity certificates.  These certificates are used to authenticate the owner of an attribute certificate to the verifier (using digital signatures).  Each attribute certificate references either the name or (more frequently) an identity certificate of its owner.  This decoupling of the PKI and PMI provides several advantages already described.

Attribute certificates are issued by attribute authorities (AAs).  These AAs may be arranged in a hierarchy, similar to a CA hierarchy.  While identity certificates are requested by the subscriber, issuance of attribute certificates may be unsolicited.  This would be the case where the subscriber does not control his privileges.

Revocation of attribute certificates is done in the same way as identity certificates, i.e. using revocation lists.  Alternatively, online protocols like OCSP may be used.  However, there is typically no need for the user to physically possess their AC.  Therefore attribute certificates can be stored in a directory service and simply updated whenever the contents of the attribute certificate are outdated.  In this model certificate revocation is not needed, since access to the attribute certificates storage function provides the most current attribute certificates for the user.  

Two types of delegation may be used in a PMI:

a) AAs delegate their own authority to subordinate AAs and end users.  Thus, authority increases as one ascends the AA hierarchy.  Delegation checks are done on the AA certificates.

b) Users request that their authorizations be delegated, and the AA issues the certificate after performing delegation checks on the delegator’s certificate.  The delegation hierarchy can be reconstructed using the delegatorAttributeIdentifier extension in the attribute certificates.

Integration of the PMI with an existing PKI is discussed further in ISO 9594-8 | X.509.

14 Identity Management Systems
Several functional areas within the PMI require a secure identity management subsystem (IdM).  IdM is responsible for securely providing identity information and identity management functions.  Identity management functions include:

· Administration functions (user provisioning, password management,)

· Identity data control functions (metadata, identity content)
· Access (authenticate requests, confidentiality)

· Lifecycle management (configuration, patches, disaster recovery) 

· Backup, audit, logging, and reporting functions

IdM must provide a secure access mechanism for the request and delivery of identity information, typically using mutual authentication.  Access to the IdM can be viewed as a service accessible throughout an enterprise.  Organizationally, the IdM subsystem can be deployed in various ways:

· Authoritative source integral to PMI security framework

· An administrative function available to the PMI as needed

· Integral to a special purpose IdM product solution

Providing an IdM as a service provides several advantages over a local special-purpose IdM.  By their nature, IdM services provide a network interface using standard protocols that provide flexibility in changes to enterprise architecture. An IdM service can mbe centrally managed, allowing consistent enforcement of security and business policies.  

15 Interaction between Security Domains

Separate security domains can exchange privilege information be agreement of the parties.  This interaction between security domains must be coordinated on both a technical and documentary level.  The creating and exchange of privilege sets should take in consideration organizational structure.
15.1 Technical Basis 

Exchanges of privilege information must be examined to ensure the meaning of privileges is consistent between security domains.  This can be accomplished by creating a standard set of privileges.  The standard set of privileges may include a mutually-defined mapping of equivalent privileges between the domains.  The equivalence of the exchanged privileges must be reviewed on a technical basis to ensure the intended security implications are achieved. 
15.2 Administrative Basis 

Privilege information exchanged between security domains may involve separate administrative entities, e.g. distinct business partners or companies.  An agreement as to the privileges exchanges and their use must be documented, typically in a “Business Partner Agreement.”  The use of a business partner agreement is required to demarcate the legal, ethical and practical responsibilities between subscribers to a PMI and that may extend between other cooperating PMI implementations.  An equivalent procedure is performed in a PKI through the use of a certificate practices statement and certificate policies.  An alternative procedure uses “policy assertions” in WS-Policy.

Multiple security domains may exist within a single company or organization.  An agreement documenting responsibilities between such domains should also be set forth in a Business Partner Agreement or a Memorandum of Understanding (MOU).  The document should be periodically reviewed to ensure privileges extended across security domains exist only as long as required to meet the needs of the enterprise.

Note, ISO TC 215 draft “Privilege Management and Access Control” refers to business partner agreements as Policy Agreements.  However, the term policy in this document is used as: “A set of rules, an identifier for the rule-combining algorithm and (optionally) a set of obligations,” consistent with the OASIS XACML standard.   

15.3 Organizational Considerations 

Privilege information exchanged between security domains should be structured to reflect organizational considerations.  Establishing a security domain that encompasses an organizational objective (e.g. accounting or human resources) provides a coherent approach.  Resulting standard set of privileges suitable for inter-domain exchange are, as a result, highly cohesive.  That is, the privilege set provides privileges to a subset of the organization (e.g. accounting) without extending privileges required in an unrelated subset of the organization (e.g. human resources).  In addition, a cohesive privilege set provides all privileges that are required to meet a specific objective.       
ANNEXES

(Mandatory Information)

A1.  ASN.1 Module

This module will contain all of the new ASN.1 defined in this standard, as well as ASN.1 imported from E 2084.  Items from other (ISO and ANSI) standards will, if possible, be included using the IMPORT statement.

This module will also define object identifiers for all of the attributes defined in this standard.

Note: requires ASN module.

APPENDIXES

(Nonmandatory Information)

X1.  Attribute Certificate Extensions

A number of extensions have been defined for attribute certificates.  This annex describes the more important ones.  Complete details can be found in ISO 9594-8 | X.509.

X1.1  Basic privilege management extensions
The time specification extension restricts the specific periods of time in which an attribute certificate may be used.

The targeting information extension lists the specific servers or services with which an attribute certificate may be used.

The user notice extension contains a textual notice which may be displayed to the attribute certificate holder or relying party.

The acceptable privilege policies extension restricts which privilege policies an attribute certificate may be used with.

X1.2  Privilege revocation extensions
The CRL distribution points extension identifies which CRL distribution point(s) will hold revocation information for an attribute certificate.

The no revocation information extension indicates that status information is not provided for an attribute certificate.  This extension is typically used:in attribute certificates with very short validity periods.

X1.3  Source of Authority extensions
The SOA identifier extension indicates that the certificate subject acts as a source of authority.  This information may also be provided by other means.

The attribute descriptor extension is one mechanism by which a source of authority can publish privilege attribute definitions and domination rules.

X1.4  Role extensions
The role specification certificate identifier extension references a certificate which specifies privileges for a role.  The role itself may be identified in the role attribute in a user’s attribute certificate.

X1.5  Delegation extensions
The basic attribute constraints extension indicates whether the privileges in an attribute certificate may be delegated.  If delegation is permitted, a path length constraint may also be specified.

The delegated name constraints extension indicates a namespace within which all holder names in a delegation path must be located.

The acceptable certificate policies extension indicates acceptable policies for the public key certificates associated with the attribute certificates in a delegation path.

The authority attribute identifier extension is a reference to the attribute certificate of the issuing AA.  This may be used to verify that the AA had sufficient privileges to issue the attribute certificate containing this extension.

X1.6  IETF extensions
The audit identifier extension specifies an identity which may be used when auditing transactions using an attribute certificate.  This may be used where privacy legislation requires that the actual identity of the holder not be divulged.

The authority information access extension indicates where revocation information may be found for an attribute certificate.  Currently, the only revocation mechanism supported in this extension is OCSP.

The AA controls extension indicates which attributes are permitted and prohibited in an attribute certificate issued by an AA.  This extension appears in the AA’s public key certificate.  This extension may also contain a path length constraint.
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