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protection for your PC

o~ Current state: Scanning computer Total: 3259
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]((‘ '}mw Mglware datab'as?»sfat‘us: X Out of date

Signature version: 01/14/10
Z Bt e X Updatg your malware database now to be sure that maximal

’ Get updates .‘ protection is applied

’\ B = Malware name Status Location

tlf | Activatenow | BackdoorWin32.S.. & High Category Backdoor: This ... 4|

i Downloader.Win3... & High Category Trojan: This Troj... =
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Antivirus Software Alert

Infiltration Alert

Your computer is being attacked by an internet virus. It could be a password-stealing attack, a
trojan-dropper or similar.

Threat: Win32/Nugel.E
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Windows XP:

%UserProfile%WLocal SettingsWApplication DataW<random>W
%UserProfile%sWlLocal SettingsWApplication
DataW<random>W<random>sysguard.exe
%UserProfile%WlLocal SettingsWApplication

_ DataW<random>W<random>sftav.exe
dx|gle ot ye

Windows Vista and Windows 7:
%UserProfile%WAppDataWlLocalW<random>W

%UserProfile%WAppDataWwlLocalW<random>W<random>sysguard.exe
%UserProfile%sWAppDataWlLocalW<random>W<random>sftav.exe

Windows XP:

04 — HKLMW. .WRun: [<random>] %UserProfile%WLocal SettingsWApplication
DataW<random>W<random>sysguard.exe

04 — HKLMW..WRun: [<random>] %UserProfile%WLocal SettingsWApplication
DataW<random>W<random>sftav.exe

sEot= HA[AEE FE

Windows Vista and Windows 7:
04 - HKCUW. WRun:

[ucmnrejs] %UserProfile%WAppDataWlLocalW<random>W<random>sysguard.exe
04 - HKCUW. WRun:




| [ucmnrejs] %UserProfile%WAppDatatLocalW<random>W<random>sftav.exe
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B Update Malwarebytes' Anti-Malware X|3.

B Launch Malwarebytes' Anti-Malware M| 3.
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4 Malwarebytes' Anti-Matware

V Malwarebytes' Anti-Malware

Destioying malware, one byte at a time

Scarner | Protection | Update | Quaantine | Logs | IgnoreList | Setings = Mora Tooks | About

Welcome to Makwarebytes’ Anti-Mahvare scanner. Please select an option below. Before running a scan, close all running appbcations
o enswie a prompt completion.

D’!" Malwarebytes' Anti-Malware scanner welcome screen

Select a scanning option bedow and then click Scan'.

@ Pedfom quick scan
The quick scan wil use Malwarebytes' quick scanning technology to scan pour system for the mast common types of
mabeare

O Pesform full scan

The full scan will analze al hard drives specified by the user. This is the most thorough scan avalable by
Mahwarebytes' ArtiMalware.
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M Matwarebytes' Anti-Malware

N

Malwarebytes' Anti-Malware

Destroging malware, one byte at a time

Scanner | Protecion | Update | Quarantine | Logs | lgnorelist | Seltings | More Tools | Abowt

10011 Scanin progress

oo11x|  Malwarebjtes' AntiMalwate is now scanning your system with the setlings provided. Flease wait until the scan is complete and the
11010]  tesulls are thown

Scanning for infected files, folders, and miscellaneous objects.
Objects scanned: 10434

Objects infected. 0

Time elapsed: 40 second|s)

Curently scanning:
C:AWINDOWS\InfAsyscomp.PNF

[ Pause Scan ] [ Abort Scan I
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Malwarebytes® Anti-Malware

.
\1) The scan completed successfully. Click "Show Results' to display all objects found.
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» Malwarebytes’

Scanmer Pratection Update Quaranting Logs Ignore List Seltings taore Tools About
O Scan results
Below iz a list of malware that M alwarebytes' Anti-Malware found on this system. Cloge all applications before removal az during removal certain
\___' P programs may terminate unexpectediy.

Wendor Category Iterns -
Trojan.FakeAlert File C:ADocumentz and S ettingsEleepingiLocal SettingshApplication D ata\rddagehcreazysguard. exe
Trojan.FakeAlert Registry Value HKEY_CURRENT_USERMSOFTWARE Microsoftvwindows\Currentersion\Runsgnouscd
Trojan.FakeAlert Registry Value HEEY_LOCAL_MACHINENSOFTWARE Microsoftvwindows\Currentersion\Runsgnouscd
Trojan.FakeAlert File C\Documents and S ettingshBleeping'Deskioph5711.exe
Trojan.FakeAlert Registry Key HKEY_CURRENT_USERMSOFTWAREMAwScan
Dizabled.SecurityCenter  FRegistiy Data HEEY_LOCAL_MACHINEMSOFTWwWiaRE \MicrosofthSecunity CentervantivinusDisableM otify
Dizabled.SecurityCenter  Fegistiy Data HEEY_LOCAL_MACHINENSOF T'wiaRE \MicrosoftsS ecurnity CentervFirewallDizablaM atify
[#1 Nizahled SecurituCenter  Renistu Nata HEFY 11NCAl MACHINFYSOFTWARF \WirmnsnftyS rronitu Centeryd IndatesNisableMntifu b
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